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SIEMENS

JlneT Tex. paHHbIX 6GK7243-1BX30-0XEO0

HauMeHOoBaHue Tuna usgenus CP 12431

Communications processor CP 1243-1 for connection of SIMATIC S7-1200
as additional Ethernet interface and for Connection to control centers via
telecontrol protocols (DNP3, IEC 60870, TeleControl Basic), security
(Firewall, VPN).

CKOpOCTb nepeAaym
CKOPOCTb Nepegaun

® Ha nHTepdelice 1 10 ... 100 Mbit/s
4ncno nHTepderncoB / cornacHo ctaHaapTy Industrial 1
Ethernet
YMCIO ANEKTPUYECKNX COEANHEHUI

e Ha nHTepdperice 1/ cornacHo ctaHaapTy Industrial 1

Ethernet

® 1151 UICTOYHMKa NUTaHUsA 0
UCMOMHeHWe pa3bema nNuTaHust

e Ha nHTepdence 1/ cornacHo ctaHgapTy Industrial MopTt RJ45

Ethernet
TUM HaNPSHKEHUS! / HaNPSPKEHWS NUTaHUs nocT. TOK
HanpsbkeHue nutanus / 1/ oT 06beauHSIOLLEN LIWHBI 5V
noTpebnsiembli TOK

® OT 00beANHSOLLEN LMHBI / NPU MOCTOSHHOM TOKe / 0,25 A

npu 5 B / TnnyHen
MOLLHOCTb noTepb \[BT] 1,25 W

OKpY’KaroLme ycrioBusi

oKpyKaroLas Temneparypa

® Mpy BepTMKanbHOM MOHTaxe / Npu aKkcnnyaTaumum -20 ... +60 °C

® MpY rOPU30OHTaNIbHOM MOHTaXe / Mpy 3KcnnyaTaumm -20 ... +70 °C

® Mpy XpaHeHun -40 ... +70 °C

® Mpy TPaHCNOPTUPOBKE -40 ... +70 °C
OTHOCUTENbHAas aTMoC(epHas BNaXHOCTb

e npu 25 °C / 6e3 koHAeHcauun / npu akcnnyaTtaumm / 95 %

Makc.
cTeneHb 3awmThl 1P IP20
dopmat moayns KomnakTHbIn y3en S7-1200 ognHapHON WPUHBI
LpuHa 30 mm
BbICOTa 110 mm
rnybvHa 75 mm
macca HeTTo 0,122 kg
BUA KpenmneHun

e 35 MM, MOHTax Ha DIN-peiiky Oa

® HaCTEHHbIi MOHTaX Oa

XapaKTepuCcTUKKU, hyHKLUUKN, KOMNOHEHTbI u3penus / oowmmn
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4yncno moapynen
® Ha kaxabii CPU / makc. 3

nacnopTHble napamMeTpbl / OTKpbITasi CBA3b

YMCNO BO3MOXHbIX COEAUHEHWI / ANsi OTKPbITOM CBA3MN
e C nomoLLbio Mogynen T / makc. Kak LI

nacnopTHble napameTpsbl / cBA3b S7

YMCNO BO3MOXHbIX CoeanHeHUn / ans cesasu S7
® Makc. Kak LI

nacnopTHble napameTpbl / PyHKuum IT

YMCNO BO3MOXHbIX COEANHEHUIN
® KaK KMWEHT 3MEeKTPOHHOW NoYTbI / Makc. 1

nacnopTHble NapameTpbl / TeneynpasreHue

NPUroaHOCTb K UCMONb30BaHUIO

® y3rioBas CTaHuus Het
e noacTaHums Oa
® LieHTp ynpasnenus TIM Het
CoeVHEHWE C MynbTOM YyrNpaBreHus [ns npumeHeHus ¢ Telecontrol Server Basic, WinCC n PCS7
® C MOMOLLbIO NMOCTOSIHHOIO COeANHEHUS] MopnepxmBaeTcs
® nprMeYaHne Mogkntoyenne k cucteme SCADA yepes Telecontrol Server Basic

1 MO CTaHAapTy NPOTOKOMOB yAaneHHOro ynpasneHus
npoTOKOI / mogaepXxvBaeTcs

e DNP3 Oa

e M3OK 60870-5 Oa
dyHKUMA n3genus / Gydeprsaumsi 4aHHbIX Npy noTepe [a; 64 000 cobbiTnn
CBsI3n
YMCMO TOYEK AAHHBIX HA KaXAYH CTaHLMIO / Makce. 500

yncno aboHeHTOB / Npu nepekpecTHou ceasn / ¢ MO
Telecontrol Server Basic

® B HanpaBreHnn nepefayun / Makc.
® B HanpaereHun npuema / Makc. 15

nacnopTHble napameTpsbl / Teleservice

YHKLUMSA AMArHOCTUKM / OHNaWH-AMarHOCTUKa C MOMOLLbIO Oa
SIMATIC STEP 7

yHKUMA n3nenus

e ckaymBaHune nporpammbl ¢ nomotsto SIMATIC Oa
STEP 7
e ICTaHLUMOHHOe obHoBneHne MIMNO Oa

yHKUMM n3penus / ynpaeneHue, KOHUrypupoBaHue, NpoeKTMpoBaHue
KOH(MrypaLmoHHoe nporpaMmHoe obecredeHe

e TpebyeTcs STEP 7 Basic/Professional
dyHKUMA n3genus / BeG-amarHoctuka Oa
ncnonHeHve 6paHgmayapa MHCcneKuusi nakeToB C XpaHEHNeM COCTOSIHUSA
dyHKumMA nsgenus / npu coegnHerun VPN IPSec, SINEMA RC
BWA anroputMoB LndpoBanusa / npu coeguHernn VPN AES-256, AES-192, AES-128, 3DES-168
BW TEXHOMOMMW KOHTPOMS MNOAJIMHHOCTY / Npu Preshared Key (PSK), ceptudgumkatsl X.509v3
coeanHernn VPN
BW anropMTMOB XelunmpoBaHus / npu coeamnHermmn VPN MD5, SHA-1, SHA-2
4YNCMO BO3MOXHbIX COeAuHeHW / npu coeamHeHnn VPN 8
DYHKUMA n3genusi

e 3aLuUTa naponem Anst Be6-npunoxeHuni Het

e 3alyuTa naponem Ans goctyna k Teleservice Het

e 3alLunpoBaHHas nepegava AaHHbIX Oa

e crnncok ynpaesneHus goctynom (ACL) - Ha ocHoBe IP Het

e crivcok ynpaenenus goctynom (ACL) - Ha ocHoBe IP Het
ans MIK/mapwpyTtnsaumm

® OTKITHOYEHNE HEHYXXHbIX CEPBUCOB Oa
e GIIOKMPOBKA CBSA3U C MOMOLLIbIO (PU3UYECKNX MOPTOB Het
® XXypHan HenpaBOMEpPHOro AocTyna Het

dyHKUMK nspenus / Bpems

npoTokon / noaaepXxmsaeTcs
o NTP Ha
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o NTP (6e3onacHbii)
CUHXPOHM3aLMs BpEMEHM

e oT cepBepa NTP

® OT NynbTa ynpaBneHus

Oa
Oa

HOPMBbI, cneundmrkaumm, gonycku / onacHble oKpyXarowme yCcnosus

ceptudukat cooteTcTBusi / CCC / onsi B3pbIBOOMNACHbIX
30H cornacHo ctaHgapty GB

Oa

AononHuTenbHaa uHpopmaums / Be6-ccbinku

WHTEpPHEeT-CCblJ1Ka

e Ha Beb-cTpaHuuy: accucteHT Bbibopa TIA Selection
Tool

e Ha Beb-calT: NPOMbILLNEHHas CBSA3b

e Ha Beb-caiT: Industry Mall

e Ha Beb-cainT: Information and Download Center
e Ha Beb-calT: 6a3a AaHHbIX M306paxeHni

e Ha Beb-canT: MeHemxep ckaumBaHns CAX

e Ha Beb-canT: Industry Online Support

http://www.siemens.com/tia-selection-tool

http://www.siemens.com/simatic-net
https://mall.industry.siemens.com
http://www.siemens.com/industry/infocenter
http://automation.siemens.com/bilddb
http://www.siemens.com/cax
https://support.industry.siemens.com

cBefeHus o 6e3onacHoOCTU
MHopmaLumsa o 6e3onacHocTn

nocneaHee USMeHeHue:

Komnanus Siemens npegnaraet NpoayKLUMIO U peLUeHUs ¢ OyHKLUSMU
npomebineHHon 6esonacHoctu Industrial Security, o6ecnevvBatoLymm
HaZexHyto 1 6esonacHyto paboTy yCTaHOBOK, cUCTEM, 060PyAOBaHUS,
YCTPOWCTB n/nnu ceten. OHM NpeacTaBNatloT COBoN BaxHble
KOMMOHEHTbI B €AMHOW KOHLEMNLMUM NPOMBbILLIIEHHON 6e30nacHoOCTM.
Moatomy npoayKums 1 peLueHns Siemens NOCTOAHHO
coBepLueHcTBYlOTCS. KoMnaHusa Siemens pekoMeHAyeT perynsipHo
y3HaBaTb 06 06HOBMEHMSAX NpoayKuMK. Ana obecneyveHns HagexXHOM

1 6e3onacHor paboTbl NPOAYKLMN U pPeLleHUn Siemens pekoMeHayeTcs
NPUHMMaTL COOTBETCTBYIOLLME MEPbI 3aLLMTbI (HAaNnpUMep, KOHLenuus
CErMEHTHON 3aLUMTbl) U UHTErPUPOBAaTL KaXAbl KOMAOHEHT B €4UHYIO
KOHLIENLIMIO MPOMBbILLIIEHHON 6€30MacHOCTH, COOTBETCTBYHOLLLYIO
nocnegHemy ypoBHIO pa3BuTUst TEXHUKW. [pn aTom cnepyeT obpallatb
BHMMaHWe Ha 1cnonb3yemoe 060pyaoBaHve APYrnxX Npou3BoanTENen.
[lononHUTENbHY MHMOPMALIMIO O MPOMbILLIIEHHON 6e3onacHoCTH
MOXHO NOMy4nTh MO cebinke http://www.siemens.com/industrialsecurity.
YT06bI MOCTOAHHO Nony4YaTh MHPOPMaLIMIO 06 OGHOBMEHUSX HaLLEe
NPOAYKUUM, NOAMMULLNTECH HA PACCHINKY AJ151 KOHKPETHOro TMna
npoAyKunn. [JoNnonHUTENbHYI0 MHAOPMALMIO MOXHO NOMYYUTb

no ccobinke http://support.automation.siemens.com. (V3.4)
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