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SIEMENS

JlneT Tex. paHHbIX 6GK5876-3AA02-2BA2

SCALANCE M876-3 3G router; for wireless IP communication of Ethernet-
based programmable controllers via 3G mobile radio HSPA+/EV-DO, VPN,
Firewall, NAT 4-port switch; Antenna diversity; 1x digital input, 1x digital
output; observe national approvals! Observe provider's approvals! .

CKOpPOCTb nepepayun

CKOpOCTb Nnepeaayun 10 Mbit/s, 100 Mbit/s
CKOpPOCTb Nnepeaayn
e npu nepepave GPRS / npu HucxoasLwwem kaHane 85,6 kbit/s
cBSA3M / Makc.
e npu nepegadve GPRS / npu Bocxogsiem KaHane 85,6 kbit/s
CBsA3M / Makc.
e npu nepepayve eGPRS / npu HUcxopswem kaHarne 236,8 kbit/s
CBS3K / Makc.
e npu nepenadve eGPRS / npu Bocxofsilem kaHane 236,8 kbit/s
CBS13U1 / Makc.
e npu nepegade UMTS / npu H1Cxoaswem kaHane 14,4 Mbit/s
CBsi3u / Makc.
e npu nepegave UMTS / npu BocxogsLem kaHane 5,76 Mbit/s

cBsA3M / Makc.

e npu nepegaye EV-DO / npu npamom kaHane cBsAsm / 3,1 Mbit/s
Makc.

e npu nepepave EV-DO / npu obpaTtHoM KaHane 1,8 Mbit/s
CBA3K / Makc.

nHTepdencobl
YKCIO ANEKTPUYECKUX COEANHEHUI

® [nsi BHyTPEHHEN ceTn 4
® [11151 BHELLHEN ceTn 2
YKCIO ANEKTPUYECKUX COEANHEHUIA
® [Nl UCTOYHMKA NMUTaHUS 2
UCMOMNHeHne pa3bema nuTaHus
® [15151 BHYTPEHHEN ceTn MopTt RJ45 (10/100 M6uT/c, BuTas napa, dpyHkumusi Auto-Crossover)
® [15151 HAPY)XHbIX @aHTEHH AHTeHHoe rHe3no SMA (50 Om)
® [N UCTOYHMKA NMUTaHUS KnemmHuk

nopgkntoyeHne k WAN

BMA ceTn 6ecnpoBOAHON CBA3W / NnopaepxvBaeTcs UMTS, CDMA, EV-DO, GSM
BV MOBUNBHON CBS3U / NoadepKUBaEeTCst nakeTHas pagnocBa3sb o6uero nonb3oBaHus (GPRS), eGPRS, HSPA+
pabouas yactoTa / npu nepegavye GSM 850 MI'u, 900 My, 1800 MI'w, 1900 MI'w,
pabouas yactoTa / npu nepegade UMTS 800 MI"u, 850 MIw, 900 MI'y, 1900 MI'u, 2100 MIMy,
paboyas yactoTta / npu nepegade CDMA2000 800 MI"u, 1900 MIy,
HanpspkeHUe NUTaHuA, NOTPe6nsAeMbIA TOK, MOLHOCTL NOTEPb
HanpshkeHve NUTaHus / HOM. 3HadYeHve 24V
HanpshkeHve NuTaHus / pacyeTHoe 3HaveHne 10,8 ... 28,8
TUN HaNPsHKEHUS / HaNPSXKEHUsI MUTaHUA nocT. TOK
notpebnsiembi TOK
® Mpu NOCTOAHHOM TOKe / Npu 24 B / TUNNYHBIN 0,33 A
MOLLIHOCTb noTepb \[BT]
® MaKc. 8 W
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OKpy>KaloLiue ycrnosusi
oKpyxatoLLasi Temneparypa

® Mpy 3KcnnyaTaumm -20 ... +60 °C
® Mpy XpaHeHUn -40 ... +85 °C
OoTHOCUTENbHas aTMocdepHasi BnaxHocTb / npu 25 °C / 95 %
npu akcnmyataumm / Makc.
cTeneHb 3awuThl IP 1P20

KOHCTPYKLUs, pa3Mepbl U Macca

KOHCTPYKLMS KomnakTHas KoHCTpyKuus
rnybvHa 127 mm
BbICOTA 147 mm
LumpuHa 35 mm
macca HeTTo 3899
BUJ KpPEenneHumn
e 35 MM, MoHTax Ha DIN-peiiky Oa
® MOHTaX Ha npodunbHON WwuHe ana S7-300 k]
® MOHTaX Ha nNpodumnbHON WwuHe ana S7-1500 Oa
® HACTEHHbI MOHTaX Oa

XapaKTepuCcTUKU, PyHKLIMU, KOMMOHEHTbI u3aenus / o6wmin
YyHKUMSA n3genus
e knneHT DynDNS Oa
® KIMMEeHT no-ip.com Oa

cyHKUMN nsgenus / ynpaBneHue, KOHUrypupoBaHue, NpoeKTUpoBaHue

yHKUMA n3genus

o CLI Oa
e Beb-ynpaBnexune Oa
e noaaepxka MIB Oa
e TRAPS no 3nekTpoHHOM noyte Oa
npoTokon / noaaepxueaeTcst
e Telnet Oa
e HTTP Oa
e HTTPS Oa
cnocob npoekTupoBaHusi Beb6-meHepKMeHT

dyHKUMN nspenus | AamarHocTuka

npoToKor / nogaepXkvuBaeTcs

e SNMP v1 Oa
e SNMP v2 Oa
e SNMP v2c Oa
e SNMP v3 Oa
yHKUMSA n3genus
e CTaTUCTUKA pPa3MepOB NakeToB Het
® CcTaTWCTVKa TUMOB MaKeTOB Het
e cTaTuCTMKa OLLINMOOK Het
e SyslLog Oa
® XypHan punbTpaummn nakeTon Oa

cyHkuun nsgenus /| DHCP

yHKUMSA n3genus
e knneHT DHCP Oa
e cepBep DHCP - BHyTpeHHsAs ceTb Ha

yHKUMM n3genus | mapLipyTusaums

hYHKLUMA MapLipyTU3aTopa

o NAT (IP Masquerading) a
e nepeagpecauusi NopToB Oa
e NAT-Traversal Oa
e 1:1 NAT Oa
e BychepHas namatb DNS Oa
npurogHocTb k npumeHeruto / Virtual Private Network Oa
ncnonHeHve 6paHamayapa VHCneKuusi NakeToB C XpaHEeHNeM COCTOSIHUSA
YHKUMSA n3genus
e 3awuTa naponem Oa
e (hunbTp NakeTos [a
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® OrpaHMyMTENb LUMPOKOBeLLaTenbHon/ Het
MHOroagpecHoi/ ogHoaapecHol nepeaayn

dYHKLMA n3genvs

e OIIOKMPOBKA LLUMPOKOBELLIATENBHONM Nepeaayn Het
e npu coemHeHnn VPN IPsec, OpenVPN (B ka4ecTBe KnveHTa)
YMCNO BO3MOXHbIX COeAnHeHun / npu coegmnHernn VPN 20
BUA KOHTPOIS NOANMHHOCTU / B BUPTYarbHOW YacTHON Oa
cetn / PSK
npoToKkon / nogaepxmBaeTcs
e TyHHenb IPsec n pexvm nepegayv Oa
ONnvHa Kkopa
e 1/ npu IPsec AES / B BUpTyanbHOW YacTHOW ceTun 128 bit
e 2/ npu IPsec AES / B BUpTyanbHOW YacTHOW ceTn 192 bit
e 3/ npu IPsec AES / B BUpTyanbHow YacTHOW CeTu 256 bit
e npu IPsec 3DES / B BupTyanbHow YacTHOW ceTu 168 bit

BuA npotokona Internet Key Exchange / B BupTyansHon
YacTHoM ceTn

e pexxum Main Mode Ha
® ObICTPbIN pexum Oa
€nocob KOHTPONSI NOANMHHOCTY NakeTa / B BUPTyarbHOW MD5, SHA-1, SHA-256, SHA-384, SHA-512
YacTHoW ceTn
npocunb IETF / B BUpTyanbHoOW YacTHoW ceTu / Oa
cepTudukat X.509v3

dyHKUMN nspnenus / Bpems

npoTokon / noaaepXxmBaeTca

o NTP Oa
e SNTP Ha
HOPMBbI, cneuunduKaLmm, [ONyCcKu
cTaHgapT
e ans AMC ETSI EN 301 489-1, ETSI EN 301 489-7, ETSI EN 301 489-24, EN
61000-6-2, EN 61000-6-4
® /1115l B3PbIBOOMACHOM 30HbI EN 60079-15, EN 60079-0, Il 3 G Ex nA IIC T4 Gc, KEMA 07ATEX0145
X
® 1S U3Ny4YeHNsi MOMeX ETSI EN 301 489-1, ETSI EN 301 489-7, ETSI EN 301 489-24, EN
61000-6-4
® 119 MOMEXO0YCTONYMBOCTMN ETSI EN 301 489-1, ETSI EN 301 489-7, ETSI EN 301 489-24, EN
61000-6-2
cepTudukaT COOTBETCTBMUSA
e mapkuposka CE Oa
e nonyck CCC Oa
AononHuTenbHaa nHdopMaums / Be6-ccbinku
WHTEpHeT-CChlfKa
e Ha Beb-calT: NPOMbILLNIEHHAs CBS3b http://www.siemens.com/simatic-net
e Ha Beb-cawnT: Industry Mall https://mall.industry.siemens.com
e Ha Beb-canT: Information and Download Center http://www.siemens.com/industry/infocenter
e k Beb-caliTy: NoMoLLb Npu BbIGOpe NPOBOAOB U http://www.siemens.com/snst
LITEKepoOB
e Ha Beb-caT: 6asa AaHHbIX N306paxeHuii http://automation.siemens.com/bilddb
® Ha Beb-canT: MmeHemkep ckaumBaHust CAX http://www.siemens.com/cax
e Ha Beb-cawnT: Industry Online Support https://support.industry.siemens.com
cBefieHusi 0 6e30NacHOCTU
nHdopmaums o 6esonacHocTn Komnanusi Siemens npegnaraet NnpoayKumio 1 peLLueHnst ¢ yHKLUSIMU

npomelLLneHHon 6esonacHoctu Industrial Security, obecneunsatoLLmm
HapexHyto 1 6esonacHyto paboTy ycTaHOBOK, CUCTEM, 0O0PYA0BaHMSA,
YCTPOWCTB U/unu cetenn. OHM NpeacTaBnsAloT CO60N BaXHble
KOMMOHEHTbI B €ANHON KOHLIEMLMN NPOMBILLNIEHHOW 6e30nacHOCTU.
[MoaTomMy npoaykumsa u pelieHnst Siemens NOCTOAHHO
coBepLueHcTBytoTCA. KoMnaHus Siemens pekomeHayeT perynsipHo
y3HaBaTb 06 06HOBNEHNsX NpoayKumn. [Ans obecneyeHns HaaexHowm

1 6e3onacHorn paboTbl NPOAYKLMN 1 peLleHnin Siemens pekoMeHayeTcs
NPUHMMATL COOTBETCTBYIOLLME MePbI 3aLLUTbI (HanpuMep, KoHLenums
CErMEHTHOW 3aLLMTbl) U UHTETPUPOBAaTh KaXKAbli KOMMOHEHT B €ANHY0
KOHLIENLIMIO MPOMBILLIIEHHON 6€30NacHOCTW, COOTBETCTBYHOLLYIO
nocriegHeEMY YPOBHIO pa3BUTUSt TEXHUKW. [pu aToM criegyeT obpaluaTtb
BHVYMaHVe Ha nucnonb3dyemoe obopyaoBaHue Apyrx Npon3BoanTenen.
[ononHnTensHyo MHPOPMaLIMIO O MPOMbILLIIEHHOW Ge3onacHOCTH
MOXHO NoMy4nTb MO ccbifike http://www.siemens.com/industrialsecurity.
YT106bI NOCTOAHHO NoMy4YaTh MHOPMALIMIO 06 OGHOBMEHUSAX HaLLEen
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npoAyKumm1, NOANULINTECH HA PaCChINKY AN KOHKPETHOro Tuna
npoAyKuMmn. JOononHUTENbHYI0 MHPOPMAaLIMI0 MOXHO MOMYy4UTb
no ccoinke http://support.automation.siemens.com. (V3.4)
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